Securing Email




The Scope of the Problem

Competing standards (PEM, S/MIME,
OpenPGP, various proprietary offerings)

Interoperability problems even with
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Current Usage Profile

® Vanishingly small fraction of all email traffic
is encrypted (Gutmann, et. al.)
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Needs versus VYVants

® Security is a want.
® /9% worried about email security
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The Kelley Principle

® “The most powerful force in the world is
necessity.” — D. Kelley

® Necessity and convenience form a sort of
R supply and demand curve

3 . A ] i = . - —_— - e E Cr % - k 4
:'5 I"! % i .-.:F';E.-I"- m'“" i o -{ 'I"'" LS '.:.:-l i ".- I'|'t"'...=:- T 2 = ;-: ':" P .."_ =l
“- "h- = 9 ] i T ) e LT T . L S L e LR C e R - e ' "
R o B e L 9 -'i-'*-'-='--= ‘“1 :'--'-'-'-"."r-'a' 7 b e i b W T R R L e e S e e R
iy i - .- - e L i ] 3 ok ¥.




The Kelley Principle

® By making crypto more convenient, we can
overcome reluctance to adopt

® | otus Notes, Groove, centralized X.509
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The Potential Market

® Almost 60% of users don’t know if their email
client support crypto

® Almost 50% would be willing to change clients

to get better crypto support
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Who Controls the Repo?

® Control issues also come into play

® |f your keyserver is under your control,
you're going to trust it more than if it’s not
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Puddings and Proof

® The proof is in the pudding, as it were.

® “Everyone’s your brother until the rent
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Evidence Suggesting

® 447 say they don’t know how to use
crypto

® There is no cure for ighorance—upgrading
PR STT emall cllents is easy, educatlon |s hard
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Strategies for Human Nature

® |ncremental deployment
® Addresses the “only paranoids” issue

® TJoday it’s just paranoids; tomorrow
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Strategies, ||

® VVebmalil

® Allows easy deployment to large

numbers of users




Strategies, |l

® Continuity of identity versus proof of identity
® Frankly, I think they’re nuts.

® |dentity is a
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tricky concept—ijust ask the
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Future Research

® Most obvious: set up a Webmail site using
S/MIME pervasively and see what adoption
is like




Questions for Authors

S/MIME hasn’t taken off; what does that say about
the thesis of the paper?

Aren’t you handwaving the issue of user education!?
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