Applications of Cryptography
or

How Secure Communication, Electronic Cash, Digital \bting, and
Safe Intemet Shopping all came to ely on the Theory of Computation
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Our Sales Example

Applying private key cryptosystem technology to our credit card transaction
problem would involve agreeing with the vendor a priori, presumably over some
external secure channel, on a session key to be used for this transmission aone.

Note that if you have such an external secure channel you should just tell the
vendor your credit card number over that channel! (However, there are
protocols for establishing shared secret sessions keys based on existing shared
secret keys).

The real question is how much computer time (and how expensive a machine)
will it take to break this code, and is the information encoded in the message
worth the money?
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Authentication

Security is but one aspect of communication. What if an intruder made exact
copies of your encrypted message and replicated it 1000 times? You'd get 1000
charges on your credit card (note this is not the same as altering a single order
from 1 widget to 1000 widgets).

We can also use a traditional cryptosystem for authentication with a challenge-
response protocol, which assumes our correspondents share a secret key K:

Alice sends "[Alice]" to Bob.
Bob sends "[Rg]", a random number, to Alice.
Alicereturns "[K(Rg)]", the same number encrypted with key K.

Now Bob knows it must be Alice he is talking to, since only Alice could have
computed this encoded message.
Let's go on:

Alice sends"[RA]" to Bob.

Bob returns"[K(Ru)]".

Now Aliceisequally certain she's talking to Bob.
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Why Secure Protocols Are Hard

Note that we could shorten the previous protocol, making it somewhat more
efficient, as follows:

Alice sends "[Alice,R,]" to Bob.
Bob sends "[Rg,K(RA)]" to Alice.
Alice sends "[K(Rg)]"'to Bob.

Yet this shorter protocol is not secure!
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Why Secure Protocols Are Hard

To see how we can break this scheme with a reflection attack, consider an
Intruder Trudy who opens two simultaneous sessions with Bob, the Bank.

Trudy sends "[Alice,R A]" to Bob.
Bob sends "[Rg,K(RA)]" to Trudy.
<Trudy pauses and opens a second session with Bob...>
Trudy sends "[Alice,Rg] to Bob.
Bob sends "[R'g,K(Rg)]" to Trudy.
<Trudy resumes the previous, suspended, session...>
Trudy sends "[K(Rg)]" to Bob.

At this point, Trudy has established that she is in fact Alice, by taking advantage
of a subtle flaw in the protocol. Designing secure protocols and proving they
cannot be broken is hard work!
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Wide-Mouth Frog

Authentication can be made easier by involving a trusted third party to act as a

certifying authority. The certifying authority must share a (separate) secret key
with each of the parties involved.

One such protocol is the wide-mouth frog (colorful names are common iIn
crypto; thisrefers to one of the inventor’s childhood nicknames).
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Wide-Mouth Frog

Assume Alice and Bob both trust BigBrother, who acts as a key distribution
center. Also assume Alice wants to talk to Bob in a secure fashion.

Alice sends "[Alice, K 5(Bob, K<)]" to BigBrother.

At this point, BigBrother verifies it is Alice, because only Alice and BigBrother
know K 4.

BigBrother sends "[Kg(Alice, K<)]" to Bob.

Since Bob trusts BigBrother, he is now free to communicate with Alice using
session key K.

While seemingly secure, this protocol is subject to the replay attack: if Trudy
Intercepts the message to Bob, she can use it again later to initiate a new
transaction — as Alice — with Bob using the same session key!
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Patching the Wide Mouth Frog

We can avoid the replay attack by using either a timestamp t on a message or a
unigue nonce (a one time identifier).

Timestamps are problematic because not all systems are synchronized on a
network. In fact, synchronizing two systems is computationally difficult;
consider for example the Byzantine Generals Problem. So timestamps must be
valid for a small interval, which leaves us open to replay attacks within the
Interval.

Nonces are problematic, since now Bob must remember all nonces ever used.

Usually some combination of nonces and timestamps can be employed, but this
makes the protocol generally more complicated.
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Otway-Rees Aithentication

Things can get amost arbitrarily complicated. However, here is a fairly smple
authentication protocol that is correct, secure, and does not rely on nonces or

timestamps.

(1) Alice starts out by generating two random numbers. R which will be
used as an identifi er, and R, which isachallenge for Bob.

(2) Alicesends"[Alice,Bob,R,K 5(Alice, Bob, R, Ra)]" to Bob.

(3) Bob sends "[Alice K (Alice, Bob, R, R,),Bob,K(Alice, Bob, R, Rg)]"
to BigBrother.

(4) If the R is the same in both parts of the message, BigBrother sends
"[Kg(Rg, Kg)]" to Bob and "[K A(Ra, Kg)]" to Alice.

(5) Alice (Bob) each recieve the session key, along with their own encrypted

random number (to ensure BigBrother and not Trudy sent the message).
When they communicate with each other, authentication is compl ete.
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Digital Signatures

BigBrothers have other uses as well. Here is another protocol that is meant to
support a digital signature; a means of electronically providing authentication,
nonrepudiation, and integrity control:

recipient knows sender sent it;
sender cannot claim not to have sent it; and
recipient or intruder cannot forge the message.
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Digital Signatures

The protocol involves a third trusted party to act as a certifying authority. The
certifying authority must share a (separate) secret key with each of the parties
Involved.

Alicesends"[ A, KA(B, Ra, t, M) ]" to Big Brother.
Big Brother forwards "[Kg(A, Ra, t, M, Kgg(A, t, M))]" to Bob.
Bob retains the “ certifi cate’” Kgg(A,t, M).

Note that Big Brother only accepts the message from Alice with K 5, and that the
“certifi cate”’ Is guaranteed by Kgg. In the even of a dispute, Big Brother can
decrypt the certifi cate and see if it agrees with Bob’'s or Alice's interpretation.

Of course, the big policy issue is who shall act as Big Brother!
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Public Key Cryptosystems

A more recent and extremely interesting technique that supports digita
signatures without a Big Brother is called a public key cryptosystem.

Unlike traditional cryptosystems, public key systems use two complementary
keys, one to encode a message and one to decode a message.

A message encoded with either key can only be decoded with the other key.
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Public Key Cryptosystems

The two keys are related in a mathematical fashion; the gist of this relation is
that (1) having one of the keys and a message encoded with that key will not
help you to discover the other key, and (2) without the other key, the message
cannot be decoded.

Anyone who wishes to receive secure encrypted messages simply announces one
of hig’her keys, making it “ public.”

Public key systems can aso be used for authentication, that is, the receiver can
receive messages encoded with his/her public key and can ensure that these
messages originate from the sender him/herself (more later).
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Our Sales Example
Assume the vendor ““ publishes” their public key in their catalog.

The client uses the vendor’s public key to encode the order, including the client’s
credit card number.

The vendor decrypts the message using the vendor’s private key.

Note that, while private keys must still be kept secret, public keys can be
published over insecure channels. Thus, unlike traditional cryptosystems, there
IS N0 need to agree on a key for secure communication using some external,
secure, channel!
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Authentication

Can we extend this scheme to provide secure as well as authenticated
communication?

(1)
(2)

(3)

(4)
(5)

L et each user (e.g., vendor and client) have his’her own pair of keys.
Client encodes order, including credit card number, using his’her own
private key.

Client encodes encoded order using vendor’s public key, obtained over
Insecure channel.

Order is decoded by vendor using vendor’s private key.

Decoded order is decoded once more using client’s public key, obtained
by vendor over insecure channel.
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Authentication

Use of vendor’s public/private key pair provides security.

Use of client’s public/private key pair provides authentication; the vendor knows
only the client could have sent the message, since the client’s public key was
able to successfully decode the order (recall the order had been encoded using

the client’s secret private key).
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Zero Knowledge Potocols

Recently, an interesting new protocol based on the notion of a zero knowledge
proof has been proposed for authentication.

Unlike the other protocols just described, this protocol involves convincing the
recipient that the sender is who they claim to be, but without transmitting any
real information!

The idea is to establish an interactive protocol, where the recipient asks an
arbitrarily large number of questions of the sender. If the sender answers all the
guestions correctly, the recipient can be certain, to an arbitrarily high degree,
that the sender is legitimate.
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Cut and Choose

Many zero-knowledge protocols are based on a generic idea called a cut and
choose protocol.

lmagine you have two children but only one piece of cake. What is the best way
to divide the cake evenly without risking being accused of favoritism?

(Answer: let one child cut, but let the other child choose. Consider this an
example of an alignment of interests).
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Example: The Zero Knowlede Cave

Alice would like to prove to Bob that she knows the magic password for the
door without revealing the magic password itself.

After each successful “trial,” the probability that Alice is cheating decreases by
75%. S0 after n successful trials, the probability that Alice knows the password

1 . . . .
would bel - on or about 97% in 5 trials, and 99. ¥6 in 10 trials.

Notice, Bob never |earns the password!
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Zero Knowledge Cave

entrancem

waiting spot

magic door
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Graph Coloring
A better example is based on graph coloring, which we studied earlier this term.

Consider a planar graph, a collection of nodes and links (or edges). It is well

known that all planar graphs admit four-colorings, but only some planar graphs
admit three-colorings.

Furthermore, determining whether or not there exists a valid three coloring for
any graph isintractable, but generating a three-colorable graph is easy!
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Graph Coloring
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An Example

A client opens an account at the bank and provides the bank with alarge three-
colorable graph. The client keeps the actual coloring secret.

Later, to establish authenticity, the bank engages the supposed client in an
Interactive protocol.

The client prepares many copies of the graph, all three-colored but using
different color labels (e.g., red-green-blue, blue-red-green, yellow-red-blue, ...).
Each color is obscured cryptographically.

The bank selects an edge at random, and the nodes at either end are revealed. If
they do not match, the bank is ever so dightly more convinved that the client is
really the client.

After many iterations without an error, the bank can be arbitrarily certain that the
client is authentic, yet the bank (and any possible intruder) has no information
that can help it determine the actual three coloring!

If the iInformation was never transmitted, no intruder can make use of it!
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1)

(2)

(3)

Exercise

What applications of cryptography have you encountered in everyday
life? Name one (excluding the one discussed in the next question).

Go to the stamps.com home page and read about how you can print your
stamps online. These are real-valued real-money tokens, good for
postage at USPS. Write a short paragraph describing how you think
stamps.com works from a crypto perspective.

Read chapter 37 on p250 of the Turing Omnibus.
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